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EXECUTIVE SUMMARY

Bulletproof Hosting (BPH) providers have been a part of the
threat actor landscape for over two decades. However, the
market has experienced a renaissance in the last year.

A surge in providers globally, an evolution in new tactics,
and increased resilience against takedown efforts have
highlighted just how deep and murky this space has become
from a defender’s perspective.

Silent Push offers this white paper to not only illustrate the
current state of play in the practice of Bulletproof Hosting
providers (BPHs), but also to highlight the potentially
lesser-known technical dynamics we’ve been seeing in the
background. Our world-class threat analyst team has been
hard at work, providing and scaling our detection of BPH
infrastructure, so that our clients can utilize those detections
within their Security Information and Event Management (SIEM)
and Security Orchestration, Automation, and Response (SOAR)
tooling for accurate, dependable alerting on suspicious and

malicious activity.

Colloquially, internet hosting service providers were labeled
“Bulletproof” for their willingness to host services that were
specifically designed to shield clients from technical and/

or legal disruption. Our researchers employ a wide range of
criteria to label the hosts we track as bulletproof, many of
which we will cover in detail in this report. Some, however, we
cannot disclose for operational security reasons. We believe
that sharing these criteria and methods publicly is crucial in
informing defenders about where cybercriminals are hiding
their networks.

With the rise of artificial intelligence (Al) and large language
models (LLMs), we anticipate that threat actor automation

of infrastructure setup will continue to increase into 2026
and beyond. Extensive coverage of BPH providers enables
defenders to maintain awareness and alert on suspect
infrastructure that is frequently used for obfuscation and
weaponization, ensuring that actors using these networks as
part of their automation fail before they can initiate attacks.

By circulating this information publicly without restriction,
our goal at Silent Push is to reach communities that have the
means and motivation to shape a safer, more accountable
cyber threat landscape, with preemptive cyber defense for
threat hunters, policymakers, researchers, journalists, and
government teams.
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EY FINDINGS

Threat actors are drawn to Bulletproof Hosting (BPH)
providers for their permissive policies regarding
hosted content and their hands-off approach to abuse
complaints and takedown requests. These providers
allow malicious infrastructure like phishing kits,
Command-and-Control (C2) servers, or dataexfiltration
points to remain online longer with fewer disruptions.

Cybercriminals leveraging BPH infrastructure move
faster than defenders can respond, often migrating
operations, re-registering domains, and re-establishing
services within hours of takedowns. Without knowledge
of where this infrastructure shifts, takedowns lack the
permanence they need. And without a coordinated shift
in both regulatory pressure and the law-enforcement
action aimed at these providers, our team assesses
that Bulletproof Hosting as a service will continue to
thrive—as will the malicious operations built on

top of it.
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Silent Push provides defenders with exactly what

they need: real-time data and hunting tools to block
malicious traffic emanating from BPHs. Our Indicators
of Future Attack™ (IOFA™) feeds for BPHs are explicitly
designed to expose threat actors as they migrate

their infrastructure, flagging new ASNs, IP ranges,

and hosting providers long before they appear on
other threat radars. We actively monitor more than
200 BPH providers—a number that increases nearly
every week—and the ASNs used to collectively control
broad swaths of the internet. Our platform features

an ever-increasing catalogue of SIEM, SOAR, and

other integrations to support organizations’ need for
preemptive defense; the current list can be found here

on our website.
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WHAT IS A
BULLETPROOF
HOSTING (BPH)
PROVIDER?

The term “bulletproof hosting” first appeared in 2006 to
describe infrastructure operated by the “Russian Business
Network,” a notorious provider known for hosting large-scale
phishing and malware campaigns that reportedly defrauded
victims of roughly $150 million. The phrase caught on in
cybersecurity circles before reaching mainstream audiences
through a 2007 Washington Post exposé on the network’s role

in global cybercrime. Today, “Bulletproof Hosting Provider” is

an industry fixture, cited across threat intelligence reports and
reflected in public resources such as Spamhaus’s Don’t Route

or Peer (DROP) ASN list of known BPH networks.

Put simply, a BPH refers to any hosting provider that ignores,
resists, or otherwise fails to respond to legitimate abuse

reports. Unlike legitimate providers who are incentivized
to swiftly disable malicious infrastructure, BPH operators
delay, dismiss, or deliberately ignore such reports, creating g : | ' L !
environments where threat actors can operate with impunity. i t
Each ignored complaint extends the life of this malicious

AN
R

infrastructure and fuels a perverse feedback loop—one where

l\ Ll

criminals finance the very hosts that protect them, and both : i

-
13

sides profit from mutual neglect.

In fact, many clients view these providers’ general disregard : - 1
for takedown and enforcement requests as a (if not the) 8 = - iy .
selling point. Promotional materials from BPH providers often [ :
describe their services as “bulletproof” or advertise “Offshore >
DMCA Ignored Hosting” in a nod to the U.S. Digital Millennium i - :
Copyright Act (DMCA), which prohibits the distribution of : bid gz
pirated media. By branding themselves as anti-DMCA, these sl ! = B3 1 i
providers are signaling that pirated or illegal content is ' : a(! =
welcome on their networks. L el i =

)
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HOW BPHS GET ONLINE

The idea of a bulletproof host is simple enough, but identifying
which IP blocks exhibit bulletproof behavior and maintaining

a real-time list of the Autonomous Systems (AS) they belong

to and shift between is a complex challenge rooted in how the
internet itself is managed at scale.

At their core, an AS is simply a collection of IP routing prefixes
(each set of prefixes may also be individually referred to as

a ‘block’ or ‘range’) under the control of a singular entity.
Autonomous System Numbers (ASNs) are used to identify those
entities, and are issued by the Internet Assigned Numbers
Authority (IANA) (a function of the Internet Corporation for
Assigned Names and Numbers, or ICANN), down to the

Regional Internet Registries (RIRs) and Local Internet

Registries (LIRs).

Once registered, an AS operator is allowed to lease IP address
blocks and establish routing relationships that connect their
networks to the global internet. BPH operators often exploit
this process by acquiring ASNs—a step that empowers them
to control traffic flow, advertise entire IP ranges for use, and
sustain operations even when elements or sections of their
infrastructure for a given campaign are targeted by

takedown efforts.

* SILENT PUSH

As most bulletproof hosts operate their own ASNs directly,
this gives them full control over their infrastructure. Smaller
operators, however, may rent IP space from either legitimate
hosting providers or from other BPHs, resulting in a complex
web of dependencies that only serves to further obscure true
ownership and complicates enforcement.

This is where Silent Push’s change metrics make a powerful
difference. Understanding how bulletproof hosts acquire and
use ASNs is a critical part of our analysis, and understanding
the movement behind it, even more so. Pairing these two
together gives defenders unprecedented insight into the
support infrastructure for malicious networks, and underscores
how the same systems keeping legitimate networks online

can inadvertently make malicious ones nearly impossible to
shut down.
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PUTTING ASN INTELLIGENCE INTO PRACTICE

Our analysts continuously monitor a network of over 200 ASNs linked to BPH activity, capturing the

observable IP and domain footprint across each range to surface emerging threats. This process is

illustrated below using Silent Push’s

and Advanced

tools to investigate ASN 200593, a known BPH operating under the alias “Prospero.”

Web Scanner ASN filter search query link

datasource = [“webscan”] AND geoip.asn = 200593

Web Scanner

anner ASN search results

Advanced domain search query link
ASN = 200593

'Domain search

Soarc o dain wein ot i e, . nfwork o i pate )

Both tools act as a springboard for deeper analysis, providing analysts with flexible filters to drill

further into specific types of infrastructure. Additional details to filter through and examine ASN

results are described throughout this report.

THE SILENT PUSH PROCESS FOR IDENTIFYING BPHS

Our analysts follow a multi-stage review process when evaluating potential bulletproof hosts, which includes:

TRACKING INFRASTRUCTURE SHIFTS ACROSS ASNS AND
HOSTING PROVIDERS

We meticulously curate a series of extensive IOFA™ feeds for
our enterprise customers to detect the early signs of threat
actors relocating their infrastructure. Once identified, analysts
investigate these new networks to confirm signs of emerging
bulletproof hosting activity, often spotting suspicious hosts well
before they appear on the radar of other vendors or in

public reporting.

Z9° SILENT PUSH
l |

ANALYZING IP DENSITY AND PEERING LIMITATIONS
AMONG BPHS

BPHs tend to control relatively few IP addresses, largely
because of the difficulties inherent to renting and retaining
these IP blocks. Providers often reclaim IPs the moment
they’re linked to abuse or illicit activity. These limitations

are compounded by persistent “IP Peering” challenges

that emerge when connected to illegal activity as upstream
network operators block or refuse routes from suspected

BPH ASNs. While not a conclusive factor by itself, IP density is
nevertheless a reliable metric to look for when performing this
type of analysis.
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IDENTIFYING SUSPICIOUS WHOIS RECORDS

All ASNs are required to provide an email address for routing
abuse complaints. We’ve found that ASNs associated with
bulletproof hosting operations routinely list disposable or free
email addresses (think Gmail or Proton Mail) in their WHOIS
records. This is because they often lack a formal web presence
or rely on leased infrastructure obtained through opaque or
underground channels. Outliers to this trend exist, but the norm
for legitimate enterprise networks is the use of domain-linked
addresses for their abuse contacts. Anything else should be
viewed with a reasonable degree of suspicion.

CATCHING CORPORATE REGISTRATION LOOPHOLES

Most BPH providers are headquartered in jurisdictions with
limited government oversight of cybersecurity threats, like
Russia, Ukraine, and China. Others incorporate in states or
countries that allow remote business registration with minimal
oversight, such as Wyoming, Delaware, Panama, and the
Seychelles. It's not uncommon to find U.S. or U.K. business
registrations tied to operators who have never set foot in
those countries.

* SILENT PUSH

CORRELATING BPHS AND DGAS

Bulletproof hosts frequently service clients that lean on
Domain Generation Algorithms (DGAs) to create and sustain
their malicious infrastructure. The term DGA refers to
automated tools that generate dozens to thousands of new
domains. DGA-generated domains often resemble gibberish,
with random strings of numbers, letters, or words strung

together (our investigation into CryptoChameleon documents

some illustrative examples). Even so, this isn't a hard-and-fast
rule; absent clarity on underlying algorithms, even domains that
appear unmistakably DGA-generated can only be classified

on a best-guess basis. This limitation is particularly visible

for domains registered in China, where numeric domains are

common and frequently belong to legitimate websites.

SPAMHAUS: A GOLD STANDARD FOR CERTAIN THREATS

During the investigative process, our analysts will often cross-
reference suspicious ASNs with the Spamhaus “Don’t Route

or Peer” (DROP) list, a trusted industry resource for identifying
networks linked to spam, malware, and botnet activity. While
we’ve never encountered false positives when checking ASNs
that Spamhaus has blocked, we have found these scores can
veer conservative in their scope. Spamhaus heavily scores
ASNs based on malware hosting and malware C2 visibility, but
there doesn’t appear to be a similar process for tracking and
scoring phishing pages or malicious financial scams. This means
that some ASNs that support more phishing than malware
delivery, or various types of financial scams, are sometimes
scored lower by Spamhaus than might be expected.

In short, Silent Push regards Spamhaus as a gold standard
for initial insights into several types of threats, but not as a
complete solution.
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MAPPING ACTIVE INFRASTRUCTURE WITHIN BPH NETWORKS

Silent Push actively tracks more than 80 Bulletproof Hosting (BPH) providers and the nearly one
million individual IP addresses under their control. Fewer than half of these IPs host active websites;
the majority instead support command-and-control (C2) servers or illicit proxy and VPN services-both
of which typically operate without any public-facing content or domain mappings.

ASNs with small or unstable IP allocations are another common pattern among bulletproof networks.
A good example of which is ASN 215939, which uses the abuse email “abuse@chscloud[.Jeu” within
its WHOIS records. As of the time this report was created, our team had observed 48 active IPs on

this network in the last 30 days.

ASN Information 'WHOIS RDAP Data

Neme Velue Name Value
ASN @ 216939 Copyright Notice
ASN Size - Description ]
AS Neme MORNINGSTARS-AS _ IL Handle ® ACROS5529-RIPE
Average Density ns Emeil abuse@chscloud.eu
Density Max 93 Neme Abuse contact role object
Active IPs 53 Phone Number -
Active Subnets 1 WHOIS Server

URL -

ASN Takedown Reputation

Hendle ® vsves-RIPE
Name Value

Handle ® CHSCLOUD-MNT
ASN Allocetion Age @ 549

Hendle (® MORNINGSTARS-MNT
ASN Allocation Date @ 2023127

Hendle ® ORG-VS354-RIPE
ASN Takedown Reputation @ o v

Hendle ® RIPE-NCC-END-MNT
IPs Active @ 48

Hendle @ vsves-RIPE
1P in ASN @ o

Expiration Dete o
IPs with URLS listed @ 1

Last Changed Date 2025-05-21T17:41:43+00:00
Number of URLs listed @ 2

Registration Date 2023-11-27T08:11:10+00:00
Lifetime Avg @ 7

URL https://rdap.db.ripe.net/autnum/215939
Lifetime Max @ 7

Whois Server whois.ripe.net
Lifetime Total @ “

Silent Push

Further reviewing ASN 215939 and data from Hurricane Electric’s BGP lookup tool confirms this ASN
has experienced sporadic peering. The ASN is sometimes online and sometimes offline, with only one
active peer via ASN 59796 (StormWall s.r.o).

Company Website:
Looking Glass:
Country of Origin

Prefixes Origi
Prefixes Origi
Prefixes Origi

Prefixes Announced (all): 1 D& opatfeni k opftoynémy oZiyeni
Prefixes Announced (v4): 1 vinaf'ské zemé L:B'VE&I amifi
Prefixes Announced (v6): 0 do listopadu hlasovant

Po ces desetien se i prot reidenéinim st v Tri-Vlly
RPKI Originated Valid (all): 0 vk -
RPKI Originated Valid (v4 Danville
RPKI Originated Valid (v6): 0 mon

BGP Peers Observed (all
BGP Peers Observ
BGP Peers Observ

IPs O
A

age AS Path Length (all): 4.107
ath Length (v4): 4.107
ath Length (vB): 00
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ASN report for AS215939

You are viewing the database entry for AS215939 (CHSCLOUD-AS).

Database Entry

AS number:

AS name:

Country:

Total IPs observed @:
Online malware site &:
Offline malware site ®:

Oldest active malware site ®:

Newest active malware site ®:

Average takedown time @:
First seen:
Last seen:

Data export:

AS215939

CHSCLOUD-AS

i RU

it Loading
it Loading
.t Loading
it Loading
it Loading
.t Loading
it Loading

it Loading

URLhaus ASN feed

URLhaus report on ASN 215939

Web Scanner ASN and domain filter search query link

If we look up this same ASN 215939 within the Spamhaus
data on URLhaus, the data shows 0 IPs and essentially no

data associated with the ASN. This is something we have
consistently observed on URLHaus for some of the smaller
ASNs we are currently classifying as BPH, based on the content
hosted there and their policies regarding malicious hosts (or
lack thereof).

Within Silent Push, we can also search for content hosted on
ASN 215939 with a simple Web Scanner query. The results
heavily feature various financial, pig-butchering investment,
and cryptocurrency scams among them, which yielded about
2,700 results in total at the time of writing this report.

datasource = [“webscan”] AND geoip.asn = 215939 AND domain = “*.*”

datasource = ["webscan"] AND geoip.asn = 215939

D domain = "*.*

Sort ord

Results
O 0 m Menuel Export
origin_url scan_date

O a u]
O a a
o a a
o a a
o a a
nla a

/A\ SILENT PUSH

Total Results: 1643 | Resuits on current page: 100

geoip.asn htmititle html_body_ssdeep jarm ssL.SHA256 path
a s a @ CreTarEor ] 7 @ eaescaenroesss @
a a @ [CIETTEORLIE g vt Q eaescaenroesss @
a 2 a a a a a
a a a a a A a
a a a " FoliE g aor : a
a a a" e« | ol or e a
ASN and Domain filter Web Scanner search query results
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SPOTTING SELF-DECLARED BPHS

Providers that openly label their services as “bulletproof” are
treated as such initially, then vetted against our other methods
and data sources to confirm those claims. We find that forums
frequented by threat actors are where most of these claims
first surface; forums like BlackHatWorld and LowEndTalk
feature candid exchanges on everything from the merits of
different takedown-resistant hosts to the jurisdictions that

are most tolerant of illicit hosting operations. The firsthand

accounts shared by current and would-be BPH customers
are just some of the many ways our analysts discover new
providers before their infrastructure appears in

public resources.

Our team has compiled a list of hosts whose own marketing
confirms their bulletproof status, particularly when the
marketing is less direct and references terms such as
“offshore” or “DMCA-ignored,” as these claims often lead to
indifference on the operators’ end when it comes to takedown
laws or abuse reports:

Domain search with ASN filter

domain_regex: Axn--|)[A.J{1,\.(xn--|)[a-z]{1,}$
asnum: 200019

| Searchfordo p name server, whois, network and domain name pattern matching
Domei ' Knowledge Base
Documentati
Simple Query | Advanced Query
domain @ domeain_regex @
“ (a0 LA (xn=- Dia-2H1LIS
nsname @ mmame @
with_ metadsta @ rst_seen_ min @
O
frst seen max @ rst seen min mode @
=
nirst_seen_max_mode @ lest_seen_min @
=
Iast seen_ max @ Iest_seen_ min_mode @
o= L=
last_seen_max_mode @ asnum @
any 200019
esn@ asname @
notin
ssname _starts with @ ssname_contains @
asn_match @ ‘asn_match_max @
o
2sn_match_min @ netwerk @

first_seen_after @ first_seen_before @
registrar @ email @

whois: dete_after @ nsehange: from_ns @

AlexHost

AlexHost (alexhost[.Jcom) has been operating since 2008 and
is based in Moldova. It controls ASN 200019 (under the name
“LEBEDEV-A-E”) with nearly 10,000 active IPs.

Domains mapped to this ASN can be found with this simple
domain regex query:

Search Silent Push

* SILENT PUSH

Silent Push Domain search with ASN filter results
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Web Scanner ASN 200019 search query link

datasource = [“webscan”] AND geoip.asn = 200019 AND domain = “*.*”

Web Scanner Search Silent Push - m

Field Name - Field Name -

geoipasn YO gy | domoin

Operator Velue Operator Value

Equals v | 200019 Contai.
Results

A EEEE
O o m| _| Besic Raw Data | 975734 100
‘origin_url urd L] ‘scan_date response htmititie sl

o a a - a a . a a a a v
O a a a - a 2 a 2 a
o a a. a a a 2 a a
o a a’ a a a2 a a a
o a a a 2 o) oot g « a a a g u

Silent Push Web Scanner ASN search results

Across the AlexHost website, there are numerous examples where it openly brags about providing
“Offshore DMCA Ignored Hosting,” including on the page alexhost[.Jcom/DMCA as seen below.

m AIEXHOSt Hosting ¥ VPS v Dedicated Server v B GPU Hosting v Services ¥ Company v  Contacts

Offshore DMCA
Ignored Hosting

Experience enhanced privacy, freedom, and uninterrupted uptime without the threat

of arbitrary takedowns or DMCA claims. Hosting on servers beyond restrictive

jurisdictions grants you greater control, security, and operational independence.

TOR 10
DEDICATED
SERVERS.

Source: alexhost[.Jcom/DMCA
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On AlexHost and similar BPHs, we can search for phrases like “free movies” using the Silent Push

Web Scanner with an ASN filter and immediately find countless websites that openly flout

copyright laws.

Web Scanner ASN search with “free movies” HTML title filter query link

datasource = [“webscan”] AND geoip.asn = 200019 AND htmltitle = “*free movies*”

Menu Quick Search

E Data Export

AThndlmnllgonee

Management
& Web Data
'Web Scanner
Live Scan
[£] WHOIS Data
© DNSData

@Alheksufm
L]

datasource = ["webscan"] AND geoip.asn = 200019 AND htmltitle = "*free movies*"

Sort order
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Silent Push Web Scanner ASN search with “free movies” filter
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According to Hurricane Electric, ASN 200019 is currently peered with 23 other ASNs. For context, an

ASN from an enterprise service like Cloudflare has over 1,800 peers. In a sample 8-day window, our

team discovered over 400 malicious domains pointing to AlexHost IPs based on fingerprints used to

track a number of unrelated threat groups.
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ABOLLY WEB SOLUTIONS

One bulletproof host, “Abolly Web Solutions” (abollyhost[.Jcom), maps its client websites with Name

Server (NS) records, which can be seen with the query below. As a helpful tip for defenders, NS

records are particularly useful for threat hunting even outside of mapping BPH infrastructure, and we

encourage those reading this report to incorporate them into their own investigations.

Reverse NS lookup query link

*.abollyhost.net
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Silent Push Reverse Name Server records lookup search results

Abolly Web Solutions.'s Post

Abolly Web Solutions.
tember <)

101 nonymous and DMCA ignored Offshore server is available to be configured according to your
requirements with 100% uptime guaranteed, what are you waiting for? Contact us today on
https://abollyhost.com/anonymous-hosting

(© WhatsApp

Abolly Web Solutions.
> De r

Source: facebook[.Jcom/abollyhost/posts/pfbidOETXLBY3LUeTHyKs
g7Ro1vcYhcb5X974rutc25HGefc2FTVX6RcMHe2vUZptkdYN4 1L
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Abolly Host boasts on its Facebook page that it is a “100%
anonymous and DMCA ignored Offshore server,” and its website

claims it is “DMCA Offshored Ignored,” in providing “Bulletproof

Anonymous Hosting.”
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Similar to many other BPHs, Abolly Host has a small network footprint. Its two NS domains are

mapped to a single IP on Hetzner Networks 95.216.25[.]188, (Record Two, same data)—an enterprise

host in Germany—and has been since 2023.

C | O httpsy//abollyhost.com/anon-directadmin-reseller/

We have received great journey serving far off consumers in Africa and other regions. We can procure, deploy and utterly
guide any quantities of tools in our Tier 2 to licensed Tier 3 statistics facilities in Russia, Germany, USA and UK, We can
provide very cheaper & best Bulletproof Anonymous Hosting in replace of DMCA Offshored Ignored with 100% Uptime

Guaranteed

Standard Premium

N N N N
42,000 65,000 90,000 150,000

/month /month J/month /month

Disk Space 15 GB SSD

Bandwidth 15000 GB

Source: abollyhost[.Jcom/anon-directadmin-reseller/

PHANES NETWORKS

Phanes Networks (phanes-networks[.Jcom, phanes][.Jcloud) was
founded in 2017 and is legally based in the Netherlands.

Phanes Network controls ASN 49042 (which Spamhaus
recommends blocking) and reports a 4-day abuse response
time. A 4-day abuse response time may not seem long, but it
provides ample time for threat actors launching campaigns by
the minute, who are ready to hop onto different accounts as
soon as any is taken down.

On its “high-privacy-offshore-VPS” hosting page, Phanes

brazenly states that there’s, “No need to worry about DMCA
Complaints now,” while another page explicitly lists its services
as “bulletproof”:
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25GB SSD 50 GB SSD 100 GB SSD
Unlimited Unlimited Unlimited
& Phanes Cloud Store = News

Select Your Perfect Plan

No need to worry about DMCA Complaints now!

Categories

app— Offshore 1GB Offshore 2GB

: zompule':uudser\;ersk {20100 EUR €30,00 EUR
ompute - Resource Packs Monthly Menthl

L

shared Hosting - cPanel

Source: my[.Jphanes|.]Jcloud/index.php?rp=%2Fstore%2Fhigh-privacy-offshore-vps

& Phanes Cloud

Home Store ~ Announcements Knowledgebase Network Status Affiliates Contact Us

W Categories Bulletproof VPS
Compute - Basic
Linuxoid 8GB Linuxoid 16GB
Compute - Cloud Servers
Compute - Resource Packs 2 Cores €34,99EUR
Shared Hosting - cPanel 200Mbit/s Unmetered bandwicth m 400Mbit/s Unmetered bandwidth

Reseller Hosting

Bare Metal Servers

Linuxoid 32GB Linuxoid 64GB

Windows Hosting

3268 RAM 6468 RAM
8 Cores. €109,99EUR 10 Cores

SSL Certificates 80068 550 storage Monthly 1600G8 55D Storage
1ipva Tibva
600Mbit/s Unmetered bandwidth m 800Mbit/s Unmetered bandwidth

+ Actions

Source: my[.Jphanes|.Jcloud/index.php?rp=/store/bulletproof-vps
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On ASN 49042, a significant amount of infrastructure is associated with malicious “Download XYZ
App” campaigns targeting a wide range of users. Most of these domains serve different content to
different visitors, so some may see benign content, while others may see prompts

to download.

Once again, building a query to investigate some of these suspicious campaigns is simple to perform
within the Silent Push Web Scanner, as seen in the example below.

Web Scanner ASN 49042 search with “download” HTML title filter query link
datasource = [“webscan”] AND geoip.asn = 49042 AND htmltitle = “*download*”

Total Resuits: 3245 Results on current page: 100

Silent Pu

According to Hurricane Electric, has only one peering partner, AS62068, also known as
SpectralP B.V. (spectraip[.]Jnet), which is based in the Netherlands. Phanes explicitly confirmed this
relationship via a stating that “as part of a strategic decision,” Phanes
had “transferred its IT service operations, including dedicated servers, cloud VPS, and web hosting,
to SpectralP B.V.”

SpectralP (AS62068) currently shows no signs of network abuse and has unannounced IP ranges. We
will monitor this ASN closely to detect and address any malicious activities originating from
their network.
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SHINJIRU

Shinjiru (shinjiru[.Jcom) - - operates out of Malaysia and has been in business since 2000.
According to Hurricane Electric, is peered by 19 different organizations/ASNs.
Shinjiru is currently , but it has a documented 12-day abuse

desk response time, which is very poor. This timeframe essentially guarantees that a threat actor’s
campaign will have plenty of time to run its course even after being reported. This company also
recently noted that it ignores all DMCA complaints, explaining

that it, “operate[s] under the DMCA ignored policy across all of our hosting services and locations.
This means that we won’t take down content based on copyright infringement complaints.”

Frequently Asked Questions (FAQ)

What Are the Rules and Policies for DMCA-Ignored Offshore Hosting at Shinjiru?

'We operate under the DMCA ignored policy across all of our hosting services and locations. This means that we won't take down content based on
copyright infringement complaints. However, please be aware that we are still required to comply with local legal authorities and domain
registrar/registry suspension notices. If your content is reported for violating these regulations, our Trust and Safety team will be in contact with you to
remove the content.

Additionally, our basic conditions prohibit activities such as spamhaus blacklisting and phishing. Any reports of these activities will result in removal of
the reported content. You can review our full Acceptable Use Policy (AUP) for more details at the following link: https:/Mwww.shinjiru.com/acceptable-
use-policy-aup/

Here are our basic rules:

(1) No spamhaus blackli

(2) No network interruptions - we cannot allow your activities to interrupt our network or affect our customers' business
(3) No phishing or scamming

(4) Compliance with any complaints from local authorities.

How does Shinjiru handle fake complaints or takedown requests?

What happens if | am not satisfied with my hosting plan?

Why should | choose Shinjiru's Budget Offshore Hosting over other providers?
Does the hosting include protection from DDoS attacks?

Can | host multiple websites under the Budget Linux Hosting Plans?

What payment methods are anonymous for Budget Offshore Hosting?

Shinjiru also currently has pages on its website, such as a

"

" page, that describes not requiring personal
details, including bank or credit card information. While on the

. . . . . P . We respect y v ct ol shandi 1
surface this is to support privacy-conscious individuals, it also oo e s o i
not controlled by any ral authority or bank, so you are not tied up to any

helps threat actors. As an interesting note: our team has never

found a BPH that didn’t accept cryptocurrency as a form

of payment.

It’s worth noting that Shinjiru has updated its website since we @

Uptime guarantee No personal details required

first took that snapshot. The new version has more ambiguous
policies regarding DMCA abuse, despite being a relatively

old host. It claims to now take action against a wide range of
threats and malicious use cases, as defined in its
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Within this updated document,
Shinjiru also alleges it reserves
the right to take immediate
action, including banning
accounts without notice, for
certain violations. However,
typically, clients have 10 days to
respond to an abuse complaint
before this happens. When a
host has a policy like this with an
extended (10 day) grace period,
the average domain takedown
ends up taking nearly two weeks.

Our team reached out to Shinjiru
customer support in late June
2025, where they explicitly said,
“We operate under the DMCA
ignored policy across all of our
services and locations,” while
explaining some violations it
claims to still take action on.
This is part of an outreach effort
our team regularly undertakes,
as it can simplify the

attribution process.

Despite the claims made above,
Shinjiru has a corporate fact
sheet where it claims numerous
industry partner recognitions
from companies such as
Microsoft, Intel, Google, cPanel,
Comodo, and Thawte. This host
even sells bundled Microsoft 365

products, has a partner page

on the cPanel website, and may

have other official partnerships in
alignment with these claims.
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Investigation & Cancellation of Services

Shinjiru reserves the right to disable service or terminate service and/or to remove content in order to investigate suspected violations of this AUP.
Shinjiru at its best effort will notify any customers of any violation so that the customer can investigate the case and provide necessary explanation or
solution. Failure to respond to email from our abuse department may result in the suspension or termination of services. In some critical cases, Shinjiru
reserves the right to disable or terminate service without first given notice if the violation affects the entire operation. If the explanation or solution is
accepted, customer is given a warning and/or incurs an abuse fees. If Shinjiru feels as though this first offense was a deliberate attempt then the
account and all associated accounts will be closed without warning and without a refund. Shinjiru does not issue refunds for terminating service due
to any of the causes specified above. Dedicated Server or Websites with unresolved Abuse or AUP matters which are not responded to within 10 days
will be considered abandoned and will be deleted from the offending account.

If your or your end users’ actions have caused the Shinjiru mail servers or IP address ranges to be placed on blacklists and other mail filtering software
systems used by companies on the internet, you will be assessed a USD100 abuse administrative charge and fees of USD100 per hour for employee
time incurred to contact list holders, remove any blocks and protect our mail servers and IP ranges.

Shinjiru reserves the right to refuse service to anyone. Any material that, in our judgment, is illegal, of threats or violates our terms of service in any
manner may be removed or suspended from our servers with or without notice.

For Resellers: We will suspend the site in question and will notify you to take action. If Customer’'s account has repetitive occurrence of this type, it may
result in the immediate termination of Customer's account.

For Direct customers: Customer’s services will be terminated with or without notice.

Source: shinjiru[.Jcom/acceptable-use-policy-aup/
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Screenshot of a brief conversation with Shinjiru customer support

Recognition And Acknowledgments

s ICANN Certified Domain Registrar » Parallels Gold Partner + COMODO SSL Reseller

s cPanel Certified Partner s INTEL Channel Partner s Thawte SSL Reseller

s Microsoft Certified Partner s Google Co-Marketing Partner + Global SSL Reseller

Source: shinjiru[.Jcom/company/about-us/
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To further investigate the content currently hosted on Shinjiru, the Silent Push Web Scanner features an easy-to-
use ASN filter that can be combined with all of the other filters available in our Web Scan data source.

Web Scanner ASN query with HTML title filter
datasource = [“webscan”] AND geoip.asn = 45839 AND htmltitle = “*bank*”

Web Scanner

Field Name Field Name

geoipasn @ mititle

Operator Value Operator Value

Equals 5839 Contai.. bank

Total Results: Results on current page: 100

th HTML title filter re

Within these results, we can see plenty of suspect infrastructure, some of which directly impersonate
real banks with phishing pages, and others that host investment scams.

mmercebt.com/ebu:

Commerce
% Bank & Trust

Commerce Bank & Trust Online Conats

Log in to Online Banking Welcome to Our Online Bank

To log in to your Online Banking account, enter your User ID and Password and click Log This Gnline Banking provides access to deposit
In loan, line of credit and investment accounts

Password ] Don't have an
2
Start Page (A Segs ] luses my st ot account yet”
Page

Join our league of happy customers today

BEEIL Forpctyouruser 07 | Forgot your password? R AR

New to Online Banking?
« Request for Login

Commerc
Home

Online  This site provides information about and acsess to financial sanvi

Online

€ 2025 Commerce Bank & Trust Online. All ights reserved
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SIMPLE, QUICK, SECURED

Transfer Money Across The
World In Real time

Community Trust Bank transformed the digital banking industry using data and technology more than
ten years ago. We are now one of the largest digital banking providers, dedicated to innovating,

simplifying, and humanizing banking.

LINE BANKING > ° Watch Video

4 ‘- @ Need Help? Contact our digital support & tell
[}
\ p&gr  Usabout your query.

Source: cbtbincb[.Jcom

LOGIN OPEN ACCOUNT
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Chase Bank ‘\U‘ i

We do banking differently. We believe that people come and
everyone deserves a great experience every step of the — whi
face to face, over the phone, online or on our app’
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As we would expect from a service that boasts about ignoring DMCA compliance, we can find
numerous movie, TV, and sports streaming websites featuring stolen content using simple queries
in our Web Scanner.

Web Scanner ASN query with “Movies” HTML title filter

datasource = [“webscan”] AND geoip.asn = 45839 AND htmltitle = “*movies*”

Menu Quick Search datasource = ["webscan™] AND geoip.asn = 45839 AND htmltitle = “"*movies*" -
E Data Export v <
A Threat Intelligence v
Management
[ Roser |
& Web Data
Web Scanner Results

Live Scan <B234567

(2] WHOIS Data v O o mj _‘ Besic | 636 100
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@ Attack Surface v Hdmovie2-Watch 1536:qAATSX6AIXTIN 000000000000000
Mapping . Online Movie And mW/YSpeBulV5sDiclx 0 000
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O a a i a 101.99.89.61 @ 45839 @ Download | Hollywood [l Pm751GfnATkytt8g61D @ 000000000000000  Expend
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i BrandImpersonation  \/ Bollywood Movies TKxQCUEBIWSuTw:deo 000000000000000
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Silent Push Web Scanner “geoip.asn” and HTML title filter “movies” search results

Notably, Malaysia-based Shinjiru does have a small portion of clients who run legitimate businesses,
personal websites, and host on its network. However, inadvertently or not, Shinjiru’s policies and
operational methods allow malicious clients and threat actors to continue operating with impunity
across its network.

Due to the above, until Shinjiru starts to comply with DMCA abuse complaints, changes its 10-day
grace period for abuse complaints, proactively hunts its own network for malicious infrastructure or
begins to regularly cooperate with those who do, and improves its 12-day abuse response times as
documented by Spamhaus/URLHaus, it will remain classified as a bulletproof host by our team. Until
such time, organizations should keep on the alert for connections to their infrastructure and consider
blocking those connections for their own protection.
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ACTIONABLE QUERIES
& RED FLAGS FOR
DEFENDERS TO INVESTIGATE

AS Name: CTGSERVERLIMITED-AS-AP

Red Flags: Heavy DGA Usage, Spamhaus Blocklist
Domain: ctgserver[.Jcom

ASN Details: This ASN is heavily utilized by certain threat actors, primarily based in China.
Spamhaus recommends blocking this ASN and documents on Abuse[.Jch that it has an
average 24-day response time for abuse complaints.

DGA Details: There is a massive backlog of content hosted on this ASN. Fortunately, the
Silent Push Web Scanner empowers defenders with advanced query options. We can use
these to exclusively surface sites with “live content” by using the “scan date” filter for
specific time ranges, which can help to confirm the massive amount of DGA domains hosted
there at any given point.

Web Scanner ASN 152194 search with content filter to find DGA domains query link

datasource = [“webscan”] AND geoip.asn = 152194 AND scan_date >
¥2025-02-01T722:40:15Z” AND htmltitle != “400 Bad Request” AND htmltitle != “404

Not Found” AND htmltitle != “i&{ Z KA E"” AND htmltitle != “IIS Windows Server” AND
htmltitle I= “400 Invalid Hostname” AND htmltitle != “Login” AND htmltitle != “Error 409"
AND htmltitle != “index” AND htmltitle != “Document” AND htmltitle != “Error 404 Not
Found” AND htmltitle != “403 Forbidden” AND htmltitle != “Sorry, the website has been
stopped” AND htmltitle != “/F&EE R %" AND htmltitle |= “ZHH Fh " AND htmltitle
= “ER i 2”7 AND htmltitle != “Welcome” AND htmltitle != “Captcha Challenge” AND
htmltitle != “*Welcome to*” AND htmltitle != “£&%51=” AND domain = “*.*” AND domain
1= “* cn*” AND htmltitle != “LVMH” AND htmltitle != “3 {55 K"
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datasource = ["webscan”] AND-geoip.asn = 152194 AllD scan_date > "2625-62-01722:40:152" AND himltitle |= "400 Bad Request” AND htmltitle = "464 Not Found” AND htmltitle I= “J#5ARLE" AND ®

" s on curent page: 100

P ‘gooip.asn

a a

Silent Push Web Scanner ASN search with content filter results

According to Hurricane Electric, ASN 152194 currently has 49 peers, with the majority out of Asia.
But over the past year, our team observed that it averaged less than 15 peering partners. This type
of new peering shift is rare and appears to indicate a new business strategy which could be occurring
for a variety of reasons. One potential scenario is that ASN 152194 makes financial payments to its
peering partners in a manner for which we currently lack visibility.

Announced

riginated . AS" > (= ginated

reenshot of ASN 152194 peers
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AS Name: FEMOIT GB

Red Flags: Unknown Website, Low IP Density, Temporary Email from Proton, Content Red
Flags, Spamhaus Blocklist

Email Address: hostdevbasx@proton[.]Jme

Details: Femo IT Solutions has a domain but has never hosted any content on it. It merely
hosts subdomains, such as mail.as214351.com, for its email inbox. The abuse email found
through WHOIS RDAP for this ASN is currently a proton email: “hostdevbasx@proton[.]Jme.”
In August 2024, the ASN owner, “Femo IT Solutions,” registered the business in the U.K. by

an individual in Ukraine using a well-known U.K. business registration address also used by
many others. This ASN is recommended for a block by Spamhaus with a documented 26-day
average response time for abuse complaints.

= Within Silent Push data, ASN 214351 has fewer than 200 IPs mapped to it.

One way to parse what is hosted on a BPH is by searching for specific HTML title
keywords, like “banking.” On a normal ASN range, we would expect to find legitimate
enterprise websites that mention “banking, investment, or crypto,” whereas on a
BPH, all or the majority of results with such keywords will be for websites featuring
investment scams and the like.

Web Scanner ASN 214351 filtering on HTML title “Banking” query link

datasource = [“webscan”] AND geoip.asn = 214351 AND htmltitle = “*”Banking”*”

datasource = ["webscan"] AND-geoip.asn = 214351 AND htmltitle = "*"Banking"*" |

Silent Push Web Scanner ASN search filtering on HTML title “banking” results

According to Hurricane Electric, ASN 214351 has only 1 peering partner, AS30823 (aurologic GmbH).
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AS Name: NECHAEVDS-AS RU

Red Flags: Unknown Website, Temporary Email on TutaMail, Low IP Density, Heavy DGA
Usage

Domain: Unknown
Email Address: nechaevd12@tutamail[.Jcom

Details: ASN 213194 was allocated by IANA on February 19, 2025, and has an average of
under eight IPs seen during June 2025, according to Silent Push data. For months, Spamhaus
had no data about this ASN, with the first seen date being June 11, 2025. It is now reporting
two IPs and two websites hosting malware.

The first significant content Silent Push picked up on this ASN was in March 2025. Ever
since, we’ve seen nearly 100% of the domains here using DGAs, which can be found with a
simple query of the ASN.

Web Scanner ASN query link

datasource = [“webscan”] AND geoip.asn = 213194

@ Simple Search

v | Query
o datasource

Sortorder

Total Results: 1026 Results on current pege: 100

geoipssn himitite

g =

[ R

Silent Push Web Scanner ASN search results

According to Hurricane Electric, ASN 213194 has one peering partner, AS29182 (JSC IOT).
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AS Name: Karina Rashkovska

Red Flags: Unknown Website, Temporary Email on Gmail, Heavy DGA Usage, No Live Infrastructure,
Spamhaus Blocklist

Domain: Unknown
Email Address: karina.abusemailbox@gmail[.]Jcom

Details: ASN 215789 was allocated in January 2024 by IANA. Silent Push began monitoring this ASN in
February 2024, and it immediately started to contain primarily DGA domains. This ASN is recommended

for a block on Spamhaus but shows no live IPs, and Silent Push hasn’t seen active content here since April
2025. This is an example of a BPH that is not currently live but is still being tracked because if it acquires
new IPs, it’s likely to be quickly weaponized by its clients.

Web Scanner ASN 215789 filter showing no content since April 2025

datasource = [“webscan”] AND geoip.asn = 215789

S SILENTPUSH ¢ Web Scanner Search Silent Push _ — ® z= v
Menu Quick Seerch & Simple Search s | [ New ‘-

E DataExport Query

 Threat Intelligence datasource = ["webscan"] - AND- geoip.asn- =-215789
Management

Sort order
& WebData

Web Scanner

Live Scan

Total Results: 34800 Results on current page: 100

origin_url geoip.asn htmititle

147.45.44.237

147.45.44.237

Silent Push Web Scanner ASN search shows no content since April 2025

Hurricane Electric aligns with Silent Push data and confirms that ASN 215789 has not been seen in
global routing tables since June 3, 2025. Its previous active peer was AS30823 (aurologic GmbH).
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AS Name: RAILNET

Red Flags: Unknown Domain, Temporary Email on Gmail, Spamhaus Blocklist, Content Red Flags
Domain: Unknown

Email Address: theodexer@gmail[.Jcom

Details: ASN 214943 was allocated by IANA in May 2024 and has fewer than 900 active IPs. There is no known domain
associated with this ASN, and the abuse email address is from Gmail. Silent Push began to see content in September
2024, and almost immediately, most of the hosts were pushing scams or using DGA domains. Spamhaus recommends
blocking the ASN and notes an average 7-day abuse response time.

Searching for websites with an HTML title containing “Banking,” for example, provides us with a variety financial
investment scams and no legitimate enterprise domains.

Web Scanner ASN 214943 + HTML title filter for “Banking” search query link

datasource = [“webscan”] AND geoip.asn = 214943 AND htmltitle = “*banking*”
According to Hurricane Electric, ASN 214943 has two peering partners: AS30823 (aurologic GmbH) and AS51396 (Pfcloud UG).

AS Name: NETINNOVATIONLLC-AS-AP

Red Flags: Temporary Email on Gmail, Low IP Density, Heavy DGA Usage, Spamhaus Blocklist
Domain: netinnovation[.]net

Email Address: gentandrew42@gmail[.Jcom

Details: ASN 34985 was allocated by IANA in 2019, but it’s still a very small host with less than 150 IPs active currently.
Its website lacks significant details and appears to have not undergone a single update since 2022 (Wayback Machine).

The use of a temporary Gmail account for its abuse response email is a red flag. Spamhaus suggests blocking this ASN
and reports an 18-day abuse response time.

Within the Silent Push data for this ASN, we see nearly 8,000 scans in Web Scanner, but the majority of these are simply

raw IPs serving content. If we filter for only domain scans on this ASN, there are fewer than 1k content captures. We can

search the live domains for ones that include “API,” “admin,” or “login”—another way to filter for quality on an ASN—

and we see that over 200 results feature one of these keywords, and everything here is a DGA domain that appears to

be used for various types of scams.
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Web Scanner ASN 34985 with domain filter for keywords API, Admin, or Login query link

datasource = [“webscan”] AND geoip.asn = 34985 AND domain = [“*api*”, “*admin*”, “*login*"]

@ Simple Search

Query

datasource = ["webscan"] AND geoip.asn = 34985 AND domain = ["*api*", "*admin*“, “*login*"]

Sort order

(%] WHOIS Data

© DNSData

o AttackSurtace O | | ManusiExpers
L]

origin_url scan_date
& Brand Impersonation

€ Query History
Monitors

, Advanced Query
~  Builder

According to Hurricane Electric, ASN 34985 is a block “not managed by the RIPE NCC,” but
purportedly has seven peering partners, with three listed: AS17676 (SoftBank Corp.), AS9121 (Turk
Telekomiinikasyon Anonim Sirketi), and AS6939 (Hurricane Electric LLC).
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AS Name: SOW-A-AS UA (Also known as “Tiger Net”)

Red Flags: Unknown Website, Temporary Email on GMAIL, Low IP Density, Heavy DGA
Usage, Spamhaus Blocklist

Domain: Unknown
Email Address: imtigernet@gmail[.Jcom

Details: ASN 48589 was allocated by IANA in 2008 and has fewer than 600 active IP
addresses as of 2025. There is no known domain for this ASN, and they use a Gmail address
for handling abuse complaints. Spamhaus recommends blocking this ASN, but has only
reported seeing one active |IP address.

Silent Push DNS data for this ASN indicates that the majority of domains appear to
have been created using DGAs, and the Web Scanner content for this ASN confirms this

observation. There is very little content on this ASN, and the small amount available
appears to be part of DGA efforts or low-quality scams.

According to Hurricane Electric, ASN 48589 has only 2 peering partners, AS55933 (Cloudie Limited)
and AS134196 (ANYUN INTERNET TECHNOLOGY (HK) CO., LIMITED).

AS Name: HOSTYPE US

Red Flags: Unknown Website, Temporary Email on Gmail, Suspicious Physical Address, Low
IP Density, Spamhaus Blocklist, Heavy DGA Usage

Domain: Unknown
Email Address: hostypellc@gmail[.Jcom

Physical Address: HostType LLC is registered at “30 N Gould St Ste R, Sheridan, WY 82801”
(Bizpedia). It’s worth noting that Wyoming shell companies are frequently featured in global
hacking attempts, as reported in this 2023 Reuters piece.

Details: ASN 49217 was allocated by IANA in May 2023, has fewer than 20 IPs active, and a
30-day average IP density of about 3 IPs. Its domain is unknown, and it uses a Gmail address
for receiving abuse complaints. Spamhaus recommends blocking this ASN; however, it is
currently not tracking any associated IP addresses.

Silent Push Web Scanner data for ASN 49217 and our PADNS data both reveal a few unique
domains, nearly all exhibit DGA patterns, and many of which have been online since 2024.
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@ Simple Search

geoip.asn = 49217 domaii

Sort order

(i) III\ Manual Export Total Results: 6479 Results on current page: 100

geoip.asn htmititie

According to Hurricane Electric, ASN 49217 has only one peering par 867 (PENTECH BILISIM
TEKNOLOJILERI SANAYI VE TICARET LIMITED SIRKET;i).
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AS Name: KPROHOST LLC

Red Flags: Unknown Website, Temporary Email on Gmail, Low IP Density, Heavy DGA Usage,
Spamhaus Blocklist

Domain: Unknown
Email Address: kprohost.abuse@gmail[.Jcom

Details: ASN 214940 was allocated by IANA in May 2024, with Silent Push tracking fewer
than 50 IPs active and a 30-day average of under 10 IPs. The website is unknown, and it
uses a Gmail address to respond to abuse complaints. The ASN is listed on the Spamhaus
blocklist with an 11-day abuse response time, but only two IPs are tracked.

In the Silent Push Web Scanner data, we have fewer than 2,000 scans from this ASN, and

essentially everything appears malicious or uses a DGA domain. The same details can be
seen in our DNS data for this ASN.

Menu Quick Search ¢ Simple Search

E Data Export Query

 Threat Intelligence datasource = ["webscan"] AND geoip.asn = 214948 AND domain = "*.*"
Management

Sort order
7 WobData

Web Scanner
| Resst

Live Scan

oom| _\ Besic Rew |\ Total Results: 1690 Results on current page: 100

origin_url scan_date geoip.asn himititle

MintCoin - Free $25
198.55.98.240 4940 a

Airdrop | DeFi Platform

2025-06-

a 25T06:10:12Z

198.55.98.48

Everything appears malicious or uses a DGA domain in the Web Scanner search

According to Hurricane Electric, ASN 214940 has only two peering partners: AS51396 (Pfcloud UG)
and AS43641 (SOLLUTIUM EU Sp z.0.0.).
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AS Name: SGPL-AS-AP STARCLOUD GLOBAL PTE. LTD. SG

Red Flags: Heavy DGA Usage, Suspicious Physical Address, Content Red Flags
Domain: as18186[.Jcom

Email Address: abuse@nebulagloball.]net

Phone Number: (970) 516-9999
This same phone number is also used by other hosting companies:
WAFCdn[.Jcom
SCGIDC @ www.scgidc[.Jcom
SafestWaf @ www.safestwaf[.Jcom

Physical Address: 1359 S Drexel Way, Lakewood, CO 80232 (Residential address according
to Zillow)

Details: ASN 140224 was allocated by IANA in October 2024 and has over 3,000 IPs active
and tracked by Silent Push. Spamhaus is not yet recommending a block and is tracking a
4-day abuse response time from 14 observed IP addresses. The website displays a Chinese
logo and shares its phone number and business name with three other websites, all of which
feature Chinese text. The address the business claims on its website is a residential address
in Colorado.

Silent Push has been tracking a significant amount of “Triad Nexus” threat actor
infrastructure on this ASN - the same content we also tracked hosted on the FUNNULL CDN,
which the U.S. Treasury sanctioned in May 2025. We have a complex query to share here,
based on a combination of HTML, SHV, and server-based filters which makes it easy to
surface content associated with assorted suspicious domains linked to Triad

Nexus campaigns.

Advanced Web Scanner Query with numerous filters and custom exclusions

datasource = [“webscan”] AND geoip.asn = 140224 AND scan_date >
“2025-03-01T01:31:19Z2"” AND htmltitle != “404 Not Found” AND htmltitle

I= “403 Forbidden” AND htmltitle != 404 AND htmltitle != “400 Invalid

Hostname” AND htmltitle != “Sorry, the website has been stopped” AND
body_analysis.SHV != “8bcd1e246ddf6c93cc6d8b4894” AND domain =

“xx" AND htmltitle |= “SA1” AND htmltitle != “504%51%-[E1 5 M &R ” AND
htmltitle != “Aladin Security 504 Error” AND htmltitle != “AccessDeny” AND
header.server |= “WAFCDN” AND header.server != “sudun” AND jarm !=
“3fd3fd0003fd3fd21c42d42d000000bdfc58c9a46434368cf60aa440385763"” AND
htmltitle != “# & M2 E M” AND header.server != “Anti-CDN”
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datasource = ["webscan"] AND geoip.asn = 146224 AND scan_date > "2025-83-01T@1:31:19Z" AND htmltitle != "484 Not Found" AND h- [N(B)

E Data Export Tt order
 Threat Intslligence

Management
& Web Data

Web Scanner

Live Scan

WHOIS Data D Nl | | ManualExpor 140574

DNS Data origin urd i geoip.asn

Silent Push Web Scanner search for suspect Triad Nexus-associated domains

According to Hurricane Electric, ASN 140224 has 28 peering partners, mostly based in Asia. In mid-
June 2025, this ASN dropped from an average of over 70 peering partners to its current level of 28.
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OTHER TYPES
OF BULLETPROOF
HOSTING

INFRASTRUCTURE LAUNDERING:
THE NEXT STEP FOR BULLETPROOF
HOSTING PROVIDERS

Silent Push coined the phrase “Infrastructure Laundering”

to describe a growing criminal practice our analysts have
observed where threat actors operating “hosting companies”
rent IP addresses from mainstream hosting providers and map
them to their criminal client websites.

Essentially, threat actors use what we call “account mules”—
illicitly acquired cloud hosting accounts from vendors like
Microsoft and Amazon—to ensure their malicious websites
aren’t mapped to BPH IPs or suspicious ASNs in places like
Russia and China which are regularly blocked en masse by
defenders. By using U.S. IP space, websites mapped to these
addresses also load more quickly for U.S. audiences.

Cloud providers then face a game of whack-a-mole in their
attempts to take down these accounts as fast as they are being
created and having their IPs mapped into CNAMEs that are
further mapped into malicious domains. So, ultimately, if you
know the CNAMEs being used in the DNS setup, you can track
both the malicious client websites and the IP addresses being
mapped into the infrastructure, which includes the stolen IPs
via infrastructure laundering. For more detailed information,
refer to our public blog on Infrastructure Laundering.

Important note: While our team at Silent Push has been
tracking this specific scheme for well over a year, there

has thus far been minimal public reporting on the specific
defenses being deployed by cloud providers or the impacts
to consumers who are losing money on the malicious pig
butchering investment scam websites hosted using U.S. IP
addresses outside of the sanctions notice by the US Treasury.

* SILENT PUSH

INFRASTRUCTURE
LAUNDERING

&
1. SERVICES NEEDED

Threat actors search for space to host and
hide their malicious sites.

2. SMOKESCREENS
s DEPLOYED — iy

Intermediaries such as CDNs “launder”
their infrastructure by hosting it within
large, legitimate Cloud platforms.

‘ 3. EXECUTION

Intermediaries use CNAME mapping
and DNS techniques to link criminal
websites to IPs of credible hosts,
legitimizing their hosting services.

c 4. OBFUSCATION

Intermediaries profit by masking origins and
intent, creating an illusion of legitimacy for
unsuspecting visitors.

Criminals exploit CDNs that host legitimate
businesses, complicating takedowns and blocking
without disrupting valid web traffic.

5. ANONYMITY y
BERHIENED = e

Learn more: www.silentpush.com/blog

#% SILENT PUSH

Silent Push Infrastructure Laundering infographic
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DYNAMIC DNS (DDNS) PROVIDERS
CREATE BPH-LIKE NETWORKS

Dynamic DNS vendors (also known as providers of “Publicly
Rentable Domains”) are essentially service providers who rent
out subdomains for the domains they control and automatically
map DNS records to those rented subdomains. Some premium
Dynamic DNS services allow for customization of these

DNS records; however, this is not typical of how this kind of
infrastructure is usually set up.

A large number of enterprise hosts that provide these
subdomain rental services can be found on the “Public Suffix
List” (PSL). Browser developers use this list for security
purposes in order to ensure that subdomains on the list

can’t read cookies for other subdomains or the root domain,
essentially creating the same types of cookie logic seen across
unique domains.

The PSL is also used for a variety of internet products and
services, and is regularly updated. However, it has restrictions
on the addition of new domains. Only a verified domain owner
can add their domain to the Public Suffix List, which means
that in practice, there are no community submissions to the
list. Therefore, tens of thousands of dynamic DNS domains and
publicly rentable domains are not included in the PSL.

Dynamic DNS and publicly rentable domain services, such
as afraid[.]Jorg, offer a massive number of available domains.
Afraid has over 22,000 domains with subdomains for rent, and

only a tiny fraction are on the PSL.

Thus, there are myriad examples of serious threat actors using
publicly rentable domains/dynamic DNS domain services in
their attacks. Some of the more notable examples include:

* SILENT PUSH

In 2025, TA406 was using a dynamic DNS provider from
mygamesonline[.]Jorg in attacks targeting entities in
Ukraine.

In 2014, Microsoft led efforts to take over some of the

No-IP Dynamic DNS Domains that were heavily used in
ongoing attacks.

In 2019, Chinese APT10 was observed using Dynamic

DNS domains by Rewterz.

APT Group Gallium was documented in 2022 by Palo
Alto Networks using Dynamic DNS domains.

In 2022, Google Mandiant reported that APT29
was exclusively using Dynamic DNS domains for its
QUIETEXIT C2 domains.

APT33 was cited as using custom domains as well as
Dynamic DNS domains in a September 2023 report from

Booz Allen.

Security researcher “Gi7w0Orm” demonstrated in a
September 2023 report that the DDGroup threat
actor heavily utilized Dynamic DNS domains for C2

communications.

APT28 (Fancy Bear) was noted in a 2024 FBI report to
have heavily used Dynamic DNS domains.

DarkComet Malware was reported by Hyas in August
2024 to be heavily deployed into Dynamic DNS

domains.

Scattered Spider used a publicly rentable domain in
a January 2025 campaign, detailed in our exclusive
March 2025 enterprise customer report.

Gamaredon has previously been observed using
Dynamic DNS domains, as highlighted in our exclusive
May 2025 enterprise customer report.
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Numerous companies track the abuse takedown speed of ASNs and hosts, but few track the abuse
takedown speed of services that rent subdomains on specific services.

Many Dynamic DNS providers also lack a clear method by which to submit abuse complaints and/or
do not have a clear commitment to, nor track record of, taking action.

Silent Push tracks tens of thousands of these domains, and we believe organizations serious about
their security should always be alerting on connections to these domains and consider, in some
instances, blocking all connections to them.

BULLETPROOF REGISTRAR: NICENIC

NiceNIC (nicenic[.]Jnet) has grown to become the domain registrar of choice for numerous threat
actors, including Scattered Spider and other threat groups associated with The Com, the international
online network of threat actors who have been behind some of the most widely-reported hacks
against large organizations over the last several years. Silent Push has reported on several of these
groups in our public blogs, with additional details for each kept in reporting only available to our

enterprise customers.

This registrar exhibits some obvious red flags (such as a Hong Kong headquarters and a lackadaisical
approach to responding to abuse complaints), but Silent Push Threat Analysts primarily refer to
NiceNIC as a “Bulletproof Registrar” because the service requires a “Power of Attorney” (POA) over a

website or brand to submit a successful abuse takedown request.

This provision—one that is virtually unheard of in most other takedown scenarios—is even directly

referenced in NiceNIC’s generic response to abuse complaints, as seen below.

Support At 2024-11-25 08:11:16 Reply

Dear Reporter,

#1 Please advise which target website is your complained domain name phishing.

#2 Ple vide i hots in .jpg format to show the complete complained domain name in URL

with the target i /br logo.

#3 Pleas ] your latest POA issued by the targeting website/brand.

Thank you!

Kindest regards,

PanPan, Dispute Team
NiceMIC.NET

ICANMN & Verisign & HKI

Shared Hosting & Dedicated Serve
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The process of requiring a POA over a brand to submit a
takedown request means that if a threat actor abuses dozens
of brands with unique scams or phishing sites, defenders would
need to exert a Herculean effort to obtain the necessary legal
permission from all the impacted brands to complete the
takedown process. Meanwhile, there’s a slim likelihood that
major brands have the resources or labyrinthine knowledge
necessary to successfully combat NiceNIC-registered content
targeted at them.

In effect, thanks to this provision, domains registered on
NiceNIC typically end up staying online for far longer than
domains registered on other providers.

INCREASING PRESSURE ON BPH
PROVIDERS USING GOVERNMENT
SANCTIONS

Cybercriminals have long had the upper hand; moving faster,
adapting quicker, and exploiting gaps in global enforcement’s
ability to respond. But BPH operators are starting to see that
advantage erode.

In February 2025, for example, we saw a rare example of
cross-government collaboration against an online threat when
the U.S., Australia, and the U.K. issued joint sanctions against

“Zservers” (also known as “Xhost”), a Russian BPH service
provider. Dutch outlet Politie reported that a total of 127
servers were taken offline and seized due to their involvement
in ransomware and botnet operations.

Source Politie: Screenshot of confiscated Zservers equipment

A SILENT PUSH

While this isn’t the first time sanctions have been issued against
BPH services, we’ve only seen sporadic victories against
malicious hosting companies and BPH providers thus far. Some
recent, notable examples of this include:

In July 2022, the United States Attorney for the
Southern District of New York announced that the

threat actor nicknamed “Virus” had been extradited
to the U.S. for his role in hosting a prominent BPH
company.

In August 2023, the DOJ indicted the admin of BPH
company, LolekHosted, that had operated the host for
nearly a decade, including hosting dozens of NetWalker
ransomware instances used in attacks.

In May 2025, FUNNULL, a Philippines-based
Infrastructure Laundering service, and its administrator
Lizhi Liu were sanctioned by the U.S. Treasury

Department for facilitating a ring of fraudulent
investment websites (specifically for virtual currencies).
Authorities reported that these websites had
collectively defrauded U.S. consumers of over $200
million - with average victims losing roughly $150,000
each.

Also in May 2025, Stark Industries, a web host that
was hosting significant FIN7 infrastructure but had

responded to abuse complaints, was sanctioned by the

Council of the EU for “acting as enablers of various
Russian state-sponsored and affiliated actors to
conduct destabilising activities, including information
manipulation, interference, and cyber-attacks against
the Union and third countries.”

In July 2025, a BPH provider known as Aeza Group, a
BPH provider, was sanctioned by the U.S. Treasury for
its role in supporting global criminal activity.

We encourage the U.S. government and other major
governments to create and maintain ongoing processes within
their relevant cybersecurity agencies to review BPH service
providers, as well as cooperate with the private sector when
it comes to imposing financial sanctions on bad actors and
repeat offenders. Agencies working on these issues need
ongoing financial resources to support these types of efforts
if there’s to be any hope of sanctions seeing success against
those providers who have been allowed to operate in

this space.
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Often, there are also few legal or punitive ramifications for the companies who support these

networks by providing “peering” services, which are often exploited to route malicious traffic

between these networks. Trite as it sounds, these services are more or less exploiting the “

" that make up the modern internet, and rarely face consequences commensurate with the role

they are playing in keeping these services online. We encourage law enforcement worldwide to not

only track BPH providers and illicit hosting companies, but also identify those companies who act as

support scaffolding to their operations via peering.

Through extended public and private sector collaboration, defenders can more closely track the

evolution of these shady practices, and take steps to resolve this complex, ongoing problem.

Real progress starts with awareness. Our team believes that the more attention this issue receives,

the closer law enforcement, organizations, and the defenders who support them get to real solutions.

BULLETPROOF HOSTING IS EXPANDING,

“Bulletproof Hosting” has become both a marketing term
used by various aggressive hosting companies and a reality
of malicious infrastructure that shows no signs of going away.
Many internet-based organizations appear to revel in their
efforts to prevent “censorship” and, undercutting the credible
arguments for privacy that exist, treat the hosting of illegal
content as a badge of honor.

Furthermore, the lack of regulations from ICANN and regional
domain authorities continue to make it relatively easy for
bulletproof hosts to acquire entire ASN ranges, leaving their
resolution a murky policy issue that has gone unresolved.

With the emergence of new concepts like Infrastructure
Laundering and the rise of “Bulletproof Registrars,” threat
actors are demonstrating their ability and willingness to adopt
new techniques.
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NOT GOING AWAY

We encourage organizations, agencies, and law enforcement
interested in combatting these techniques to reach out to us
and make use of the powerful capabilities we’ve developed in
our platform to arm defenders with.

Silent Push is committed to protecting its customers and the
broader community. Our extensive and constantly updated
IOFA™ feeds cover Bulletproof Hosting, Infrastructure
Laundering efforts, and more, offering our enterprise clients the
very best in preemptive detection and defense.

Our team also hopes that, by presenting this white paper and
the concepts contained within, we can educate our fellow
defenders and push these important conversations forward.
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LEVEL-UP YOUR SIEM AND SOAR
WORKFLOWS

Utilize a range of native integrations that connect
Silent Push data with industry-leading SIEM, SOAR,
and TIP platforms. Automate downstream actions
that reduce manual intervention, and provide fast,
reliable context on unknown indicators in your
alert queues.

TAKE ADVANTAGE OF OUR ROBUST
INTEGRATIONS

Use a Silent Push Enterprise subscription to feed
enriched threat data into your existing security

A B 0 U T stack using a suite of 100+ domain, IPv4/6 and URL

endpoints. Enrich your organization’s threat hunting

S I L E N T P U S H and detection operations with risk and reputation

scoring tailored to your unique requirements.

Silent Push is the only cybersecurity platform that

offers Indicators Of Future Attack (IOFA)™ - domains UNLOCK THE SILENT PUSH CHROME
and IPs which are yet to be fully deployed in an attack, EXTENSION

including assets initiated during the reconnaissance ) ) i
] TR e e (B el i o (e Ou.rllntegrated .Chrome extension allows Enterprise
patterns in attacker DNS automation, that show where Edition users withian ARlIkey o/ sce TSR SUEREE:

e messh ehefiel eesenlt ol afneis e and analyze DNS data in Silent Push directly from a

web browser, including URLs, domains, and IPs.

Utilize preemptive intelligence—not available anywhere = Instantly flag indicators in IOFA™ Feeds and

else—to expose malicious intent and infrastructure reeEive Fidk SeoreEs.

early, so that your organization’s incident response (IR),

o Extract DNS records and WHOIS data directly

SOC, and defensive teams can act swiftly to shut the
from any webpage.

doors before attackers can gain access.
= One-click pivot into the Silent Push platform for

live and historical scans.

A Book a demo with us to see how Silent Push can

* S I L E N T P U S H help you stop threats before they strike and see

how Indicators Of Future Attack (IOFA)™ expose
adversary infrastructure as it’s being set up.

PREEMPTIVE CYBER DEFENSE WITH

INDICATORS OF FUTURE ATTACK™ _

Legal Disclaimer: This white paper is provided for informational purposes only and reflects the results of Silent Push, Inc.’s own research, analysis, and assumptions as of the date of publication.
The findings, conclusions, and opinions expressed have not been independently verified, audited, or reviewed by any third party and may be subject to change without notice. Silent Push, Inc. makes
no representation or warranty, express or implied, as to the accuracy, completeness, or fitness for any particular purpose of the information contained herein, and disclaims any liability for reliance
on this white paper. This document does not constitute investment, legal, tax, or other professional advice.
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